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Action carried out
Description of the action carried out

Accompanied by the client’s technical staff, 
our experts carried out a series of inspection 
visits to different “type” elements. It was 
necessary to understand how each analyzed 
system worked, how it was connected to the 
control center, if the devices were accessible 
to a greater or lesser extent...

The security conditions of different devices 
in the S2 Grupo industrial laboratory were 
evaluated: OS, communication protocols, ports, 
default passwords, encryption capacity, user 
access, etc. By performing an intrusion test. 
As well as other procedural and organizational 
vulnerabilities in the work methods used.

In the case of unauthorized external access, 
what degree of visibility and what capacity 
for interaction would an intruder have: could 
he access the rest of the devices in that 
installation? Could the operation of that 
infrastructure be modified? And the rest of the 
facilities?

As a result of the assessment, a complete 
report was prepared describing the set of 
actions carried out, the vulnerabilities detected 
and a series of proposals, of different degrees 
of complexity, that would improve the general 
state of the platform’s security.






